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TOGETHER, LET'S STOP FINANCIAL CRIME AND PROTECT DUR: DIGITAL INDIA.

C Travel Cyber Threats ) (

Travel organizations, including hotels, airlines,
airports, and car rental companies, faced

Digital Payment Fraud )

A major cyber money-laundering network
involving ¥631.86 crore was uncovered in Gujarat

( Hotel Reservation Breach )

A large-scale reservation hijacking campaign
affected 350+ hotels, motels, vacation rentals, &

guesthouses across 50 countries. Cybercriminals
gained access to hotel booking systems and guest
details like names and stay dates. They used this
information to send phishing messages via email,
SMS, WhatsApp & booking platforms leading
victims to fake payment pages and stealing
personal and financial data.

Cause: Compromised accounts, weak security,
and missing multi-factor authentication.
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( Digital Arrest Scam )

Cyber police in Gurugram arrested two accused
in a ¥78 lakh “digital arrest” fraud case. Victims
were intimidated by scammers posing as police
officials and forced to transfer money into
multiple accounts under false investigation
claims. The funds were routed through mule
accounts linked to broader cybercrime networks.
Cause: Police impersonation, intimidation scams,
and mule accounts misuse.

increasing cyber threats due to the vast amount
of customer and travel data they manage.
Attackers used phishing, ransomware, third-party

vendor breaches, and Al-driven social
engineering, exposing millions of records and
stealing sensitive traveler and business
information.

Cause: Phishing, ransomware, vendor breaches,
and weak cybersecurity practices.
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( Hotel Account Phishing )

Attackers targeted Booking.com hosts and guests
by exploiting messaging and review systems to
send phishing emails and malware links. Using
compromised or fake hotel accounts, they
impersonated legitimate properties and tricked
victims into revealing login credentials and
payment information, leading to account
takeovers, credential theft, and financial fraud.
Cause: Compromised accounts, phishing abuse
and weak message verification.

under Operation Mule Hunt 2.0. Criminals used
fake companies and mule bank accounts across
multiple cities to transfer proceeds from cyber
scams. Funds were layered through transactions
and cash withdrawals to hide origins and support
fraud.

Cause: Mule accounts, shell companies, weak
KYC, inadequate monitoring.
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(' FIFA2026 Digital Scams )

Cybercriminals are exploiting the excitement
around FIFA World Cup 2026 through fake
ticketing websites, counterfeit travel booking
platforms, malicious mobile apps, and phishing
pages. These scams steal login credentials,
payment information and personal data.
Attackers also target travel, hospitality and sports
organizations with ransomware and social
engineering tactics.

Cause: Fake websites, event hype, fake domains,
phishing and ransomware attacks.
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NEWS OF THE MONTH

Attackers used Claude and GPT-4.1 to automate
vulnerability discovery, reconnaissance, exploit
development, and data analysis. The Al-assisted attack
enabled the compromise of multiple Mexican government
systems and the theft of hundreds of millions of sensitive
citizen records, demonstrating how Al can significantly
enhance cybercriminal capabilities and attack efficiency.
B8 readme

e Enable multi-factor authentication on all important accounts

» Use only official websites, apps, and verified platforms

* Never share OTPs, passwords, or banking credentials with anyone

» Verify emails, messages, and calls before taking any action

e Avoid clicking unknown links, fake ads, or suspicious attachments

e Report suspicious transactions and fraud attempts immediately
to authorities


https://www.ndtv.com/india-news/whatsapp-friendship-costs-lucknow-man-rs-1-92-crore-another-man-poses-as-woman-10746609
https://redmondmag.com/articles/2026/02/04/russian-hackers-continue-exploiting-microsoft-office-flaw.aspx?hl=en-IN
https://www.tps.ca/media-centre/news-releases/arrests-made-in-romance-scam-investigation/
https://crystalintelligence.com/thought-leadership/crypto-romance-scams-in-2026-ai-and-the-new-threat/
https://www.bisinfotech.com/digital-love-or-digital-trap-how-ai-is-creating-fake-soulmates/
https://www.livescience.com/technology/artificial-intelligence/hackers-used-ai-to-steal-hundreds-of-millions-of-mexican-government-and-private-citizen-records-in-one-of-the-largest-cybersecurity-breaches-ever
https://www.wired.com/story/hundreds-of-hotels-caught-up-in-vacation-booking-scams/
https://economictimes.indiatimes.com/news/new-updates/iit-nit-dtu-students-among-32-linked-to-10-entrance-exam-cheating-racket-how-this-multi-crore-delhi-scam-ran-from-a-dwarka-flat/articleshow/130163768.cms?from=mdr
https://sublime.security/blog/reviews-used-to-attack-booking-com-hosts-with-phishing-and-malware/?utm_source=twitter&utm_medium=organic-social&utm_campaign=blog
https://www.techradar.com/pro/security/fifa-world-cup-2026-hype-kicks-off-fraud-fake-apps-and-ransomware-targeting-fans-and-businesses
https://the420.in/kanpur-d-pharma-admission-scam-fake-certificate-fraud/
https://timesofindia.indiatimes.com/city/lucknow/board-examinees-on-target-of-cyber-cons/amp_articleshow/130026504.cms
https://www.businesstravelnews.com/Travel-Risk-Outlook-2026/Cyber-Crime-Is-on-the-Rise
https://m.rediff.com/news/report/gurugram-police-arrests-in-rs-78-lakh-digital-fraud/20260606.htm
https://timesofindia.indiatimes.com/city/ahmedabad/gujarat-police-busts-rs-632cr-cyber-mule-network-13-arrested-from-ahmedabad-surat-vadodara-and-rajkot/articleshow/131284678.cms
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#OnlineFraud
#ThinkBeforeYouClick
#CyberSmart
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